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Introduction
From Trusted to Verifiable

Few large data provider

2 O Meta yahoo! syipe
PayPal

- Modern online services and devices face a data
consent - protection dilemma

o Digital user experience Google amazon
o Datasilos at few “trusted” providers Data
o Digital legislation on data sovereignty \ breaches @ User
o  Open public digital infrastructures
@ c consensys
- Privacy-Enhancing Technologies (PETs) as the tool 4 ' @

to redefine existing barriers

Research Question
How can we ensure self-determined protection and transparency
of digital data during the creation and interaction of online accounts?
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Introduction

Researching Privacy-Enhancing Technologies
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Introduction
Structure of this work

Systematization of Data Sovereignty Insights & Challenges Contrib 1: Sovereign Identity & Data Privacy

e Alignment of sovereign principles in online protocols Portal, 7 pages, @ICBC24, c.1
e  Access of publicinfrastructures to PETs
e Newresearch standards are open for improvements

A-PoA, 9 pages, @ICBC21, c.16

SoK, 21 pages @EuroS&P23, c.25

Systematization of Data Provenance Insights & Challenges Contrib 2: Policy-driven Data Provenance

e  Limiting performance and communication requirements Janus, 20 pages, @PETS25, c.12 ’ Artifacts
e  Gap between PETs and user experience

Origo, 18 pages, @PETS25, c.8

zkGen, 5 pages, @ICBC24, c.1

Introduction 4



Contribution 1: Sovereign Identity & Data Privacy
Systematization of Data Sovereignty

Scope of digital data

- Identifier & Data Management
- Policy-driven Data Attestation
- Policy-driven Access Control

- Policy-driven Data Processing

Methodology

- Formalized definitions of core functionalities in a unified
system model

- SOTA/ Discussion to identify insights and challenges

- Assessment of academia/industry support of formalized
functionalities

C1 - Sovereign Identity & Data Privacy

centralized
request data
S| g
(T 2]
Data retrieve data
(N
=y | . ‘@
(2]
Data Owner Server Data Consumer

Identifier and data is managed by centralized providers

User-defined policy %
governs access todata set policy authenticate
/ 4 audit \

o )

share secret =N =
C% retrieve secret I@
2 (e]

Data Owner Secret Management Data Consumer
Committee
shar\ /
Enc(data) @ retrieve data
Storage

Publications

- SoK: Data Sovereignty. Published in: IEEE 8th European Symposium on Security and Privacy (EuroS&P), Delft, Netherlands, 03-07 July
2023. Pages: 21. Authors: J. Ernstberger, J. Lauinger, F. Elsheimy, L. Zhou, S. Steinhorst, R. Canetti, A. Miller, A. Gervais, D. Song



Contribution 1: Sovereign Identity & Data Privacy

Portal: Decentralizing Single Sign-On (SSO)

Challenge

Alignment of sovereign principles in online protocols.
Access of public infrastructures to PETs.

Solution

Time-bound and replay-resistant proofs on public blockchains as an

core enabler for shifting data control and responsibility back to users.

Contributions

Securing on-chain ZKP verifications against replay attacks.
Portal as an SSO alternative with enhanced privacy and control.
Open source proof of concept and cost evaluation.

User first online economy

C1 - Sovereign Identity & Data Privacy

Registry Contract Circuit Contract Identity Contract :
resolve

A A :
R . S | | send :
H v
H r

get cese, pk Q Dw,:zkfmve(mep, w, pk) s
F X

authenticate
User —_— Third-party Service

: A
! 1.6 store pr & verify s,[X] : 7w,
. »

Storage Network

Portal identity system

witness w L.
) o—d"age” zk circuit C :
Tx; Private 8 )
input -

- store map[Tx,_addr|r i _fonce ] nonce = nonce
......................... @ M’addressladdress Proof
m,=zk.Prove(ccsc, w, pk) get r from map|Tx,_addr] commit ¢ ( ) ?

ircui i .Open(w,z,c) = 1
Tx, Circuit Contract ;1 Verify(w,,-add(r), vk, m,) Public stmt ¢ | >OP VT
input nonce fol@) L
address ¢

Cheap ZKP replay resistance for smart contracts

Publications

- Portal: Time-Bound and Replay-Resistant Zero-Knowledge Proofs for Single Sign-On. Published in: IEEE International Conference on
Blockchain and Cryptocurrency (ICBC), Dublin, May 2024. Pages: 7. Authors: J. Lauinger, S. Bezmez, J. Ernstberger, and S. Steinhorst
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Contribution 1: Sovereign Identity & Data Privacy
A-PoA: Privacy-preserving Authorization for Digital Services

Challenge

Solution

Contributions

Aligning consent and protection

Issue
Root Authority C ial Issuing Credantial > Holder
Authority (CIA) Lk _|
Feoa| A
Verifiable
7 J, Credential
Credential Credential . A 4
. ™ Verify
Schema Definition
CS&CD
(€8) € | |l€-=---- Verifier

Improving privacy in the verifiable credentials ecosystem

Accumulator manager(RA;, public DID) Credential Issuer(CIA;) Verifier(VN;)

Initialize CS;, a; € As, Xi
Register CS;, a; at Verifiable Registry
encasym (Xp)
(Xp41,8141) < Add (a1, X1,xp) <  xp+GenAccElement(A)

wy, <~ GenWit(xy,, X141,8acc) Store wy,

m«GenProof (wp,xp,a111) ——— {0,1}« VerifyProof(wy,a;11,7)
Protocol to verify the privilege of an anonymous service

Publications

- A-PoA: Anonymous Proof of Authorization for Dec. Identity Management. Published in: IEEE International Conference on Blockchain
and Cryptocurrency (ICBC), Australia, May 2021. Pages: 9. Authors: J. Lauinger, J. Ernstberger, E. Regnath, M. Hamad, S. Steinhorst



Contribution 1: Sovereign Identity & Data Privacy

Summary & Key Findings

Research question

How can we ensure self-determined protection and transparency of digital data during the creation and interaction of online accounts?

Answer
Understand which degree of self-determined protection can be build. Translate functionalities of existing online protocols into a context
with strong sovereignty guarantees. Apply PETs to balance transparency and protection of data.

Future work
Technical development of control during mediated data administration (data access and computation on data).
Understand if new regulations, policies, and necessary functionalities demand a new degree of digital transparency and privacy.

C1 - Sovereign Identity & Data Privacy



Contribution 2: Policy-driven Data Provenance
Systematization of Data Provenance

Scope of data provenance

- Regain control over external data

- Policy-driven selection and presentation of data
Trustworthy and verifiable origin of presented data

Methodology
System settings
Assumptions

- Deployment options

(—TLS session—> @ —TLS da(a—)@ : ' Trusts
@ H

TLS Server

TLS Client Third-party ! ﬁ _ <—TLS session—> @ —TLS data—>:

Today's web: No verifiable data provenance

1. Capture TLS (ranscnp(
‘&TLS session—> @ —TLS data—)@ : E

TLS Server

Data

provenance
according to
settings and
assumptions

____________________________________________ i TLS Server TLS Client I Third-party

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ' 2. Challenge client

Trusts 3. Cermy TLS data

TLS Client Third-party ' Oracle vermer Trusts
Verifying the provenance of web data protected by TLS
No Data Provenance ; Two-party Data Provenance
E | + Efficient | | - Server decides attestation | | - Server-side changes |
Three-party Data Provenance
[ L4
| Oracle Attestation |—>| Oracle with trusted hardware | |Soﬂware-based Oracle|
+ Client decides attestation + Efficient + No additional security assumption

+ Legacy Compatible | - Additional security assumption ]

- Efficient |




Contribution 2: Policy-driven Data Provenance
Origo: Bandwidth-optimized Data Provenance
B @

Cha].].enge TLS Server Oracle verifier TLS Client

Limiting performance (ZKP computation efficiency). What is causing the limitation? el e e TCP sesson
e 'om (—
é ¢ TCPSession 4
c
S 1 t . £ | TLS handshake tunneled through verifier |
O u lon L ‘ Verify SCV, SF @ «—SHs ‘
Consideration of data provenance in the proxy mode with the assumption that B | [ TLS record exchange tunneled through verifier |
Q —_—
machine-in-the-middle attacks are infeasible. f}: E—— % |
. . . . . | ompute .
Development of an optimized and custom ZKP circuit that connects commitments = (_Share proot
o -
of TLS handshake parameters with record layer data. L O forty proof & atestcat :
Data provenance in the “proxy mode”
Contributions Internet
deployment ..

New data provenance protocol for TLS 1.3 which outperforms state of the art in
terms of bandwidth requirements. Open sourcing end-to-end code.

Adequately weak adversary unlocks —
. . . Publications
hlgh b andW]- dth S aV]-ngS - Origo: Proving Provenance of Sensitive Data with Constant Communication.. Published in: The 25th Privacy Enhancing Technologies

Symposium (PETS25), Washington DC, July 2025, Pages: 18. Authors: , J. Ernstberger*, J. Lauinger*, Y. Wu, A. Gervais, and S. Steinhorst

C2 - Policy-driven Data Provenance 10



Contribution 2: Policy-driven Data Provenance
Janus: Fast Privacy-preserving Data Provenance

Challenge

Limiting performance (ZKP computation efficiency). What is causing the issue?

G(Chvzk)k e

Evaluate Cpyzi

Chout = Commit(koyt, )

Solution

Improving ZKP computations using a 1-RTT protocol extension to secure an HVZK
proof system (in the asymmetric privacy setting) against malicious adversaries.

Share Ty _;,T;_g4,i,0

Verify C
| Sharer Ve Ciavax |

[ Evaluatecp . withr |

| Unilateral Secure Validation
Contributions
Formalizing the asymmetric privacy setting using a secret sharing scheme and a
cryptographic commitment scheme. Efficiency improvements for data provenance
in TLS 1.2 and TLS 1.3. Open sourcing code.

Garbled circuits HVZKP in the asymmetric privacy setting

Scalability
analysis

R
Cilbap

— (Chvzk
Clidpen

Less security assumptions at low cost Publications

- Janus: Fast Privacy-Preserving Data Provenance For TLS. Published in: The 25th Privacy Enhancing Technologies Symposium (PETS25),
Washington DC, USA, 14-19 July 2025. Pages 20. Authors: J. Lauinger, J. Ernstberger, A. Finkenzeller, and S. Steinhorst

C2 - Policy-driven Data Provenance 11



Contribution 2: Policy-driven Data Provenance
zkGen: Policy-driven Creation of Private Computations

Challenge

Provision of fixed circuits causes limited user experience.

Solution

Transpiling human readable policies (created by the user) into private computation

circuits.

Contributions

Transpiler architecture and new JSON policy language.
Automated generation of user-driven PET circuits.

Circuits for dynamic data needs

Supported Projects.

zkGen policy

TUTI

cccccc

vvvvv

Policy Parser

Constraint
Intepreter

Gadget

zkPolicy

Parser

Template
Engine

zkGen

Circuit
Model

Gadget Library

3] func( )I

Constraint-based
zkCircuit

2 2

ZKP Framework Solidity

Transpiler architecture

Publications

- zkGen: Policy-to-Circuit Transpiler. Published in: IEEE International Conference on Blockchain and Cryptocurrency (ICBC), Dublin,

Ireland, 27-31 May 2024. Pages: 5. Authors: J. Lauinger, J. Ernstberger, and S. Steinhorst

C2 - Policy-driven Data Provenance
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Contribution 2: Policy-driven Data Provenance

Summary & Key Findings

Research questions

How can we practically return the sovereignty of custodial data back to devices and users?
How can we mitigate unconscious sharing and processing of custodial data through user-driven policies?

Answer

The tailored interplay between security assumptions, adapted PETs, and protocol-specific conditions leads to substantial improvements.
Integrate missing components (zkGen) to data provenance protocols to enable a policy-driven verification of user data..

Future work

Integrating & measuring data provenance protocols in production environments (browsers).
Commitment attack feasibility analysis is an interesting direction to continue to lower security requirements (e.g. remove key derivation circuits in Origo).
Investigate different deployment types to evaluate censorship resistance.

Introduction C2 - Policy-driven Data Provenance 13



Web Proof Technigues: Origo Mode

Conclusion = i .‘3
Summary & Impact

What does this mean?

Is our research applied somewhere?

Pluto.xyz
Reclaimprotocol.org

TUM Blockchain Salon TUM Blockchain Conference Blockchain Knowledge Exchange

Future directions

14


https://pluto.xyz/
https://reclaimprotocol.org/
https://hedgedoc.net.in.tum.de/s/6sJs4C5Ni#
https://conference.tum-blockchain.com/
https://hedgedoc.net.in.tum.de/3a8nSM6xQnC10wCWsvkjmQ?view#
https://github.com/reclaimprotocol/gnark-symmetric-crypto/blob/main/circuits/aesV2/aes128.go
https://pluto.xyz/blog/web-proof-techniques-origo-mode

Backup slides
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Backup: Background
Zero-knowledge Proofs (ZKPs) - intuition

Verifier

16



Backup: Background

/KPs - properties

e Completeness

— Prover P, knowing a solution to a problem, can successfully convince a verifier V.
e Soundness

— Prover P, not knowing a solution to a problem, will fail to convince a verifier V.
e Zero Knowledge

— A zero knowledge Proof of Knowledge (PoK) scheme requires the verifier V to learn nothing but the validity of a
convincing assertion from prover P.

17



Backup: Background

. Prover Verifier
ZKPs - dedicated acz, (UA=U9€C
R=g'cG
r< Zq ———p
&L cec={1,...,2* cz,
z=c-a+rezZ 3 accept iff U = A°- R
Figure: The Schnorr Proof of Knowledge protocol [2], as shown in [3].

1. Completeness Commitment scheme
(opening, challenge, response)

U? =g?=gcot =g’ (g%)° =
R-(U%)°=R-A°

2. Soundness Extractor concept with
the ability to extract secret knowledge
from P convinces V of the existence of a
satisfying solution.

2. Soundness Assumption: Vis ableto 3. Honest Verifier Zero Knowledge

receive two accepting conversations Select z,¢ < Zgq

(R,c,z) and (R,c,2)). Calculate o =

With U?=A°-R and U7 =A°-R Output Teim = (t, ¢, 2)

— Uz—z’ _ Ac—c’

—= @= f:%ii =log,(V) 4. Zero Knowledge (Fiat-Shamir
Heuristic)

3. HVZK Simulator concept with

simulated transcript Tsm and real c=H(R)=c=H(T)

transcript Treq of interactive protocol [4].

18
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Backup: Background

ZKPs - advanced

ife / - 1) - -l I — — gk+c- Px — Ak g € —
Accept if: = Q)+ g - = (g% - h%)! - g’ - o = g% i RO HIp — gSx . pSp = ghHCX . pPItCPx — g pPk. gXC. pPxC — Ay 2C
= OL LU = (uqx)/ LU = g = S = yktex — yk o yxe = Ay we

GenProof (wy, x, a; ) :

Soundness (Extractor)

K, px, Pk < [~B, B]; z = g*hPx

k k 1. Extractors to extract x, p such that z = g*-h® and g* - h*2 = Ag- 2°.
Ay = g*hPk; Ay, =W e
g 3 Wy X 2. Set R+ {} and sample s1,sz < [0,24].
/ H A A . H / 3. Sample | & Primes(1), ¢ & [0,2*] and send s, 82,1, to .
( pnme( WX, at, Z, g, WX ) ] C ( ( ) 4. Obtain output Qq, Qu, 11,12 from <. If transcript is accepting (0§~g" -h2=Ag-2°and Q- u" = A, w°) then update

R+« RU{(r,r2,/,¢)}. Otherwise return to step 2.

Use CRT to compute 1 = r‘(') mod /() and s, = rz('] mod /), for each (rf'),rz(’),l(’)) € R. If uSt = A, - w® then output sy,
otherwise return to step 2.

Repeat for s/, s}, ¢/, so that x = Asy /Ac = (51— 8})/(c—¢') and p = Asp/Ac = (52 — 53) /(¢ — ¢), with extraction based on
uSt = Ay-wC and ust = Ay-wC, thus (1%)2° = wh = u¥ = w.

ax < [(k+c-x)/1]; G < L(Pk+c-px)/!]

rx < (k+c-x) mod /; ro < (pxk+c-px) mod [
< {l,z,g%h% w re,ry}

retu rn:. 7m Zero Knowledge (Simulator)

L

L4

1. §80,2%], T& Primes(1)
2.z« 1, p&g

3. Goar & [BP

VerifyProof (wy,a;, ) :
{Iaz7anQWX7rX7rp}<_7r; C:H(I)

4. T el?

5. Qp¢g%-h%, Q¢ u%

| ~Ix hfp >—C - / I'x ,—C
Ag <~ Qgg xfrez ’ AW QWx WXXat 6. AgQl-g-he-z7%, Ay Ql-u-w
. . Ag o s Ay u
Verify ry,ry € [1]; I = Hprime(Wx., at,2,Ag, Aw) o oo
(z,Aq,Au,C,1,Qq, Qu, 1x, Ip) is statistically indistinguishable from (z, Ag, Ay, ¢, 1, Qg, Qu, Ix, Ip)
return: {0,1} S .

19



Backup: Background

/KPs - general purpose proof systems

Arithmetic representations & circuit satisfiability

(@]

R1CS, Plonkish, AIR, Custom CSS

TUTI

P claims to know a w such
that C(x,w) =y

(X

P claims to know a vector ¢
such that p(x) = V(x)q(x)

Quadratic arithmetic program - QAP (System of equations over polynomials)

Functional commitment scheme (cryptographic object)

(@]

Cryptographic setup procedure?

Computation
Algebraic Circuit

Compatible interactive oracle proof - |IOP (information theoretic object) 4 R1CS

(@]

Polynomial, Multilinear, Vector, etc.. IOP

1 QAP

Linear PCP

Linear Interactive Proof
W zkSNARK

20



IOP (Interactive Oracle Proof)

B aCl{up . B aCl{ground Interaction L randomness )

verifier is probabilistic

PCP (Probabilistically Checkable Proof)

oracle access
verifier can query prover's message

message exchange
Z K PS = ty pe S \ IP (Interactive Proof)

Popular commitment schemes

e Polynomial, Multilinear, Vector (Merkle tree) commitment

e Inner product commitments (inner product arguments - IPAs)

Verifier access (powers of the verifer) in |IOPs Prover P(pp,X, W)

Polynomial
commitment
scheme

Polynomial
interactive
oracle proof

General
purpose ZKP
system

e Oracle access: verifier may query provers messages

e Randomness: verifier is probabilistic

e Interaction: prover and verifier exchange messages

Verifier V(vp, X)
oracle s
r & Fp
g
oracle
L]
L]
* 7
-1 Tt-1 = ]Fp
oracle ft EF

e Multi-prover: multiple provers that are isolated

verify /-t (x,71,, ..

: 7Tt—1)

21



Backup: Background
ZKPs - commitments and types of proof systems

e Bilinear Groups — KZG commitment
e Hash functions — e.g. for Fast Reed-Solomon IOP of Proximity- FRI
e Elliptic curves — for Bulletproofs

e Groups of unknown order

e zkSNARK — Succinctness: short proofs and fast to verify

e zkSTARK — Scalable, transparent

e MPC-based ZKP — Efficient evaluation of non-algebraic statements
e Recursive ZKPs — Proof of proof

e zkEVMs — Efficient ZK computation for any type of computation

22



Backup: Background

ZKPs - use cases
Confidentiality

e Privacy — Credentials, group membership

e Compression — Rollups, compact credentials

e Content Provenance — zkTLS, image compression, data
feeds, zkBridges

e Blockchain Applications — Tornado cash, Zcash

Credibility

Compression
(SNARKs)

23



Backup: Background

ZKPs - in practice

ganache -m "much repair shock ... bullet interest solution"
o  Starting local blockchain network (single instance)
go run main.go -init true

o  Compiles a gnark circuit (cubic function)

Public Parameters

!

Circuit

|

pp

Compiled Constraint
System (CCS)

Setup < ccs

PN
pk vk

o  Runs a ZKP setup procedure to generate prover and verifier keys

o  Exports a solidity proof verification contract
go run main.go -bindings true
o  Compile contract into ABI and BIN files with solc

o  Use abigen to generate Go code bindings in a Go verifier package

go run main.go -deploy true

Private
input

o  Use Go verifier package to deploy the contract and interact with it

go run main.go -address 0x2e144...c888f1fF1a -verify true

o  Call the contract to verify the computed proof

Public
input

]

TUTI

Public inputs  Private inputs

N

Generate witness —> (W, ,W_)=w

pk vk .
w Prove m — w_ Verify ok?
ccs n

zk circuit C :

witness w
x=d["age”

commit c
stmt Q ;

? Proof 7
cs.Open(w,z,c) = 1—>»

fo(z) =1

24



Backup: Background

Secure Two-party Computation (2PC)

Collaboratively compute a function and maintain input secrecy

e Multi-party Computation (MPC): MPC is the joint computation of a public function f(x)=y
between M parties with input x,, such that no party learns the private inputs of the counterparties

o The adversary is assumed to corrupt T parties.

e Secure two-party computation (2PC): Secure 2PC uses M=2 and T=1 such that two parties
with private inputs x,, x, can collaboratively compute f (x,, x,) without learning any other x.

25



Backup: Background

2PC - adversary model

Assumption

e Semi-honest parties honestly follow the protocol specification
o Attack/Try to learn from exchanged parameters

e Malicious adversaries arbitrarily deviate from the protocol specification
o Inject false values such that the opponent accepts values without notice
o Selective-failure attack: Inject false values, then observe and learn from failure
m (e.g. know secret permutation & corrupt a row, learn which row was evaluated, learn
information on inputs)

26



Backup: Background

2PC - types

Constructions

Garbled circuits

@)
@)
@)

Based on oblivious transfer (OT), OT cost depends on input size
Two-party computation
Constant communication (independent of circuit depth)

GMW, BGW, CCD

(@)

o O O

Based on secret sharing

Multi-party computation

Boolean (AND, OR) or arithmetic (MUL, ADD) circuits

Gate-by-gate computation in multiple oblivious communication rounds for MUL operation

27
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Backup: Background

2PC - example

Garbled circuit parameters

e Parties: Garbler and evaluator

e Boolean circuit: AND, OR gates (., e=0) (ky, e=0)
] . (KO, e=1) (kY e=1)
e Wire labels: k, i, e, sigma 21,00=1  z3,00=1 y1,00=0  y»,04=1
. Lo . 0,(1,2) G(cl,(o,l)) G(Cl’(l’B))
e Private labels: i (internal), sigma i ) AND on
( ) g 0,0 | B (Bxo(£2]10)) /0,0 | Exz (Bro (k%)) ||0,0 | Exo (Egs (Ky))
e Public labels: e (external), k' 0.1 | Ex (B (k2[1))|| 01| Ex (Bia (k) [ 0,1 | Bio (Eyg (7))
PY Random Iabels Slgma’ k' 1,0 Ekg(EkB(kSHO)) 1,0 Ekg(Ekg(k?‘)) 1,0 Eké(Ek},(k‘zl)))
11 | Epo(Brr (52110))|[1,1| Exo(Biz (%)) |[1,1| B (Bio (Ky))

External labels e

28



Backup: Background

2PC - example

Example: Garbler input x=[x1=1 ,x2=0], Evaluator input y=[y1=0,y2=1], aa=1 ,ab=1 ,o~c=0,o~d=1

1. Garbler garbles: sample sigmas, kl_i with L € {a,b,c,d,e,f,g} (16B with aes128), compute e =
sigma xor i, compute G tables, send (G, circuit C, (k' , e=0), (k°, e=1), T )

2. Garbler & Evaluator using OT: for every input wire corresponding to y input bit, run

1-out-of-2 OT with (m,=[k° , e], m,=[k" , €]).
OT, , with b,=0, b,=1 yields (k°_, e=0), (k',, e=0)

29



Backup: Background

2PC - example

Transfer 2 messages without learning which message is picked

1-out-of-2 OT with 2 messages ko, k1
Evaluator obtains (k, ,e), with b € {0,1}

TUTI

Sender Receiver
Input: (Mo, M) Input: ¢
Output: none Output: M.
a < Zp b+ Zy
A=g°
ifc=0:B=g"
if c=1: B= Ag®
B
ko = H (B%) kr = H(AY)
B a
ki =H((3)")

30



Backup: Background

2PC - example

Example: Garbler input x=[x1=1 ,x2=0], Evaluator input y=[y1=0,y2=1], aa=1 ,ab=1 ,0‘C=0,0‘d=1

2. Garbler & Evaluator using OT: for every input wire corresponding to y input bit, run
1-out-of-2 OT with (m,=[k° , e], m,=[k" , €]).
OT, , with b.=0, b,=1 ylelds (k0 e 0), (k1d, e=0)

3. Evaluator use G tables to evaluate
Use G, and (k°,, e=1), (k% , e=0) -> row (1,0) to obtain (k°_ , e=0)
Use G and (k1 e=0), (k0 e=0) -> row (0,0) to obtain (kof)
Use GOR1 ‘and (k°,, e=0), (k' , e=0) -> row (0,0) to obtain (k1g)
Use T  map to obtaln out, O from k0 and out,=1 from k1

31



Backup: Background

2PC - example

Example: Garbler input x=[x1=1 ,x2=0], Evaluator input y=[y1=0,y2=’|], aa=1 ,ab=1 ’Gc=0’0d=1
3. Evaluator use G tables to evaluate
Use T, , map to obtain out =0 from k° and out,=1 from k1g

4. Share output back to garbler
With (out,=0, out,=1) garbler knows wire keys at output labels

However, ambiguity of wire keys in G, , together with OT obfuscates input of evaluator

32



Backup: Background
2PC - maliciously secure 2PC

Techniques to secure 2PC against malicious adversaries

e Cut-and-choose: many copies of garbled circuits, validate random

subset, use unopened circuits
o Exist at a circuit and gate level

e Dual execution: two rounds semi-honest 2pc + secure validation

e Authenticated garbling: malicious secret sharing of GC

permutation bits
o Based on TinyOT protocol

TUTI

Circuit-level Cut and Choose

Alice constructs many copies of garbled circuits ]

Bob randomly picks half of the garbled circuits Q
Alice opens those picked by Bob
Checl

correctness

Protocol based on

unopened garbled
circuits

Gate-level Cut and Choose

Alice constructs many copies of garbled gates

Bob randomly picks half of the garbled gates

Alice opens those picked by Bob

Randomly partition unopened gates to buckets
Connect buckets to a special “garbled circuit”

—i=
— | 5
— =]
—a3
Alice Bob
First round execution
Wa wp, B
Second round execution )
wa, VA Wp

Secure validation protocol

securely check
v = vp by verifying
H(Wit|lwa) = H(ws|W5)
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Backup: Background

Transport Layer Secu rity (TLS)

| ..

iv||..

@?

CBy =
pt;
[t | [ten(Ap)|llen(ct)] [« ]
T
| My My My 0 My |

Proxy / Verifier
X=V.P

v V=g’
E:)

@7

Client / Prover

< <
< <

\4

Z,=X°* Z,=25"

TLS Handshake between the client ¢ and server s:

inputs: x & F, by c. (y & F,, sks, pks) by s.
outputs: (tkcars, iVears, tksars, ivsars) to ¢ and s.

l.e: X =2 -@G; send X in mcy

2.5:Y =y-G;send Y in mgy

3. b: dES = hkdf.exp(hkdf.ext(0,0),“derived” || H(“"))
4. b: DHE = z -y - G; HS = hkdf.ext(dES, DHE)
5. b: SHTS = hkdf.exp(HS,“s hs traffic” || Hz)

6. b: CHTS = hkdf.exp(HS,“c hs traffic” || Hz)
& (b (kCHT57 iVCHTS) = DCI’IVCTK(CHTS)

8. b: (kSHTS,iVSHTS) = DCI‘iVCTK(SHTS)

9. b: fkg = hkdf.exp(SHTS, “finished” || “”)

10. s: SCV=ds.Sign(skg,label;;||Hg); send SCV in mgcy
11. s: SF = hmac(fkg, H7); send SF in mgg

12. ¢: SF’ = hmac(fkg, Hr); verify SF’; SF

13. ¢: ds.Verify(pks, label;; || Hg, SCV) = 1

14. b: fke = hkdf.exp(CHTS, “finished” || “”)
15. ¢: CF = hmac(fk¢, Hy); send CF in mcg

16. s: CF’ = hmac(fkc, Hyg); verify CF'~ CF

17. b: dHS = hkdf.exp(HS, “derived” || H(“"))

18. b: MS = hkdf.ext(dHS, 0)

19. b: CATS = hkdf.exp(MS, “c ap traffic” || Hs)
20. b: SATS = hkdf.exp(MS, “s ap traffic” || Hs)
21. b: (kCATSa iVCATS) = DeriveTK(CATS)

22.b: (kSATSa iVSATS) = DeriveTK(SATS)
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Backup: Background
Data provenance

Trusts
._ <—TLS session—>» @ —TLS data—>>@
TLS Server TLS Client Third-party
Today's web: No verifiable data provenance
"sIéEv'ér'.;.'ci; attestation of data provenance
..................... st s
l. <—TLS session—>» @ —TLS data—)@
TLS Server TLS Client Third-party

TUTI

Attestation of data provenance by an external oracle verifier

Trusts
'. <—TLS session—>» @ —TLS data—)@
TLS Server TLS Client

Third-party

2. Challenge client
3. Certify TLS data

JC’

Trusts

1. Capture TLS transcript

Oracle verlfler
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Backup: Background

Data provenance

No Data Provenance Two-party Data Provenance

Secure Channel Server-side Attestation

+ Efficient - Server decides attestation - Server-side changes
Three-party Data Provenance
[ Y
Oracle Attestation | ——>»{ Oracle with trusted hardware Software-based Oracle
+ Client decides attestation + Efficient + No additional security assumption

+ Legacy Compatible - Additional security assumption - Efficient




Backup: Background
Data provenance requires more computation

ECTF between two parties p; and ps.

inputs: P; = (21,y1) by p1, P> = (22,¥2) by ps.
OlltplltS! S1 to P1, S2 to p2.

o mta.Setup(1*) — (skp,pkp) takes in the security param-

pi: (sk,pk):mta.Setup(l’\); send pk to po eter A\ and outputs a Paillier key pair (skp,pkp).
pL: p1 ﬁ Z,: cl=mta.Enc([—z1.01], sk); send ¢l to ps o mta.Enc(x,skp) — (cl) take§ in a vector of field ele-
$ ments X=[x1,...,2;] and a private key skp and outputs

p2: p2¢= Lypi(c2,B)=mta.Eval(cL,[p2,2].pk):02=2 - p2+f; a vector of ciphertexts e1=[Esx, (1), ..., Eskp(71)]-
send (¢2,02) to p1 ) o mta.Eval(cl,y,pkp) — (c2,8) takes in the vector of

pi: a=mta.Dec(c2,sk);01=—21 - p1+0;0=01+023m=p1 -0~ ciphertexts ¢l=[cly,...,cl;], a vector of field elements
cl=mta.Enc([—y1,7m1].5k); send (c1,01) to py y=[v1,...,%], and a public key pkp. The output is a

p2: 0=01+02; 12=p2 -0 *; (c2, f)=mta.Eval(cL,[n2,y2].pk); tuple of a ciphertext c2 =cl1{" ... -cl}" - Ep,.(6’) and
A2=yz - N2+f3; send c2 to p, the share 8 = — /', where 3’ . Lp,.

p1: a=mta.Dec(c2,sk); \i=—y1 - m1 +
cl=mta.Enc([\],sk); send ¢l to po

p2: (c2,8)=mta.Eval(cl, [\2], pk); so =2 3+ A3 — x;
send c2 to py

p1: a=mta.Dec(c2,sk); s1 =2 -+ \? — 11

o mta.Dec(c2,skp) — () takes as input a ciphertext c2 and
a private key skp and outputs the share a=Dgy,, (c2).
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Backup: Background
Data provenance requires more computation

u E ©

| Asym. || Record || Handshake |

[Privacyll

Server Verifie

r as Proxy Client

1
| Three-party Handshake (3PHS)
|

ECTF

KDC I

KDC + Server Certificate Verify

kvyx ?Mac-then-Encrypt: kvy kex

>

(Ctreqa treq) |

|
(Ctreq, treq) = AE.Seal(kcATs, Ptreq)

— >

(Ctrespa tresp)

?AEAD: ¢, = commit(kcy)

kvx

>

Cmie(pt, ke, k' ; ko, ko', cty=ct{end-3:], ¢):

1. t' = HMAC(kc! + ko', pt)

2. cty’ = AES(kc + ko, t)

3. assert: cty = ct,’, 1 = fo(pt)

Caeap(pt, kc; kv, ct, iv, ty, ¢k, P):

1. t,’ = [ AES(kc + kv, 0) , AES(kc + kv, iv| 11) |
2. ct’ = AES(kc + kv, pt); ¢’ = commit(kc)

3. assert: t, L8 ty', ck L q’, ct 2 ct/, 1;f¢(pt)

ZKP Client Challenge
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Backup: Policy-driven Data Provenance
Protocol details: Janus
e Insight 1: The performance of 2PC AEAD tag computations deteriorates for larger record sizes

e Insight 2: Proof systems are not tailored to the arithmetic requirements and the privacy setting
found in TLS oracles
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Backup: Policy-driven Data Provenance

Protocol details: Janus

e Formalizing the Asymmetric Privacy Setting
e HVZK and Selective-failure Attacks
e Unilateral Secure Validation

e TLS Applicability

TUTI

|
Gartie CHyaic G(Crvzk). k,e Z;
>

E Evaluate Cyyzk
S
< cr, = Commit(koyt,7)
Share Td—l’ Tl—d7 i, o >
Verify C
< Share r e

Evaluate cj, with r

Unilateral Secure Validation
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Backup: Policy-driven Data Provenance

Protocol details: Janus

e Pre-fetch for Immediate Server-side P LL .
Handshake Transcript = — :
: CH' <«—{ CcH |&
| L« @)
e Compute and Disclose of SHTS |' KDC | Capturel
e Attacking SHTS Authenticity - SHTS ~+{__Serverside Handshake Transoript__]:»> |
Validation A i S |
Optimized Garble-then-P (using SHTS | SHTS |
o ptimized Garble-then-Prove (using —x :
authenticity) e | Verify |SHTS } ................
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TUTI

Backup: Policy-driven Data Provenance

PrOtOCOI deta I IS: Janus Circuit ‘ Computation Trace ‘
CxuTs DHE=s1+s9; DHE to XHTS
C(k,iv) DHE-=s;+s2; DHE to (kcxats, KUXATS, IVXATS)
CcB,, (kexarss kvxarts, ivxats) to CBa+
Ce (kexats, kuxatss ivxaTs, ct) to t

Copen DHE=s1+s2; DHE to SHTS; DHE to CB

Cwmie(pt, ke, ke' ;5 ko, ko?, cty=ct[end-3:], §): CykOpen (52, Pt 51, I°P°", ct, t, SHTS, ¢):

> _ t t s s
1.t = HMAC(kc* + ko*, pt) 1. SHTS’, CB’ = Copen(s1, 52, I°P™)

2. cty’ = AES(kc + ko, t)
3. assert: cty 2 cty’, 1 z fo(pt)
CaraDp(pt, kc 5 ko, ct, iv, ty, ci, @):

1. tg’ = [ AES(kc + kv, 0) , AES(kc + ko, iv|[1) ] , ; openy 4’ ’ ’
2. ct’ = AES(kc + ko, pt); cx” = commit(kc) 1. SHTS', CB’ = Copen(s1, 52, I"P™), " = [CBo’, CB1']

? , ? ? i
3. assert: tg = ty’, ¢ = ¢y ct = ct’, 1= f5(pt) 2. assert: SHTS’=SHTS, t’ = t, CB = CB

2.¢t =CB @ pt, t’ = [CBy’, CB;’ ]
3. assert: SHTS’;SHTS, ct’; ct, t’ b t, 1 2 f¢ (pt)
CtpOpen(sz s S1, Iopen, CB, t, SHTS):
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Backup: Policy-driven Data Provenance
Protocol details: Janus

= E ®

I% E(:) @ Server Verifier as Proxy Client

N . | |
Server Verifier as Proxy Client ol | Three-party Handshake (3PHS) |
s 1 T
_ . . . X
| Apply Figure 7 | < | : ECTF | |
0 k ' B ' S KDC [__KDC + Server Certificate Verity __]
bl i | I
| |
kv kx T ka, kt kvg, kv Md 5 kzg, ke
5 | L A |
é Ptmq’treq) Seal: Ccp,, ,Ct | o| | [ freg 2R - 2o FPeg) I |
I = ct ctreq = Seal(ky, pt t
&) (ctresp»tresp) ! > 8 Decrypt « = | red (ka, P req“ req) |
e kv &) Encrypt >
L > | T Ctresp
3(8 | Apply Figure 6 with C,x0pen | p— < tkresp
D;_Q I Pcert > | -% -g vt >
8 8 | Apply Figure 6 with Cyig |
_: | Dcert ) I
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Backup: Policy-driven Data Provenance

M . Mode Variant Protocols
Protocol details: Janus | |
12_GCM | AEAD TLSn
12_CBC MtE Deco,Janus12
13_GCM | AEAD | DiStefano, DecoProxy, Origo, Janus13
210
Cilwap
_ oy — o,
)
g 2
—
]
2 2
el
2—2

Size of Data Chunks (B)
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Backup: Policy-driven Data Provenance

Protocol details: Janus §
’ Paper | Type | Key Feature |

TLSn/Deco | Notary 3PHS & 2PC-based TLS Client Y i i *

Zombie Proxy Pad Commit P 4

Origo Proxy 2PC-free ;‘I &

DiStefano | Notary Secure MtA & Browsing Privacy & £ § g g

XYWY23 | Notary | Garble-then-prove & Pedersen Commit f i m e

Janus Proxy Secure 2PC-based hvZKP 4 i )

Communication (kb) Execution LAN (s) / WAN (s)

Protocol Data vTLS Offline Handshake  Record  Post-record Offline Handshake Record Post-record
TLS - 1.2 - 1.6 0.67 - -/- 032/072 03 (ms) /0.2 -/ -
TLSny, 579% 1.2 178 (MB) 36 (MB) 40 (MB) 0.57 3.3/ 17.54 1.18 / 4.46 1.12 / 452 0.76 / 0.9
Deco,x 32b 1.2 523.51 (MB) 294.52 150.55 0.23 14.38 / 56.26  0.94 / 2.36 0.68 / 1.59 0.76 / 0.86
"Janus12,, 32b 1.2 415.22 (MB) " " 28.13 29/ 36.1 "/ N 0.08 / 0.23
TLs - - 13- 1492 071 - - -/-  036/076 049 (ms)/02  -/-
*Origo,, 32b 1.3 367.61 (MB) " ! 0.24 29.16 / 58.56 "/ " 1.26 / 1.36
*DecoProxy,,  32b 1.3 578.47 (MB) 307.7 " 0.27 2434 /70.61 095 /237 VA 1.35 / 145
DiStefano 256b 1.3 220.484 (MB) 343.42 48.82 - 5.85 / 23.48 0.43 / 0.85 0.12 / 0.32 -/ -
"Janus13, 2.2kb 1.3 305.17 (MB) 113.8 984 583 199 / 26.4 0.51 / 091 1.04 / 1.51 0.46 / 0.6
"Janus13,, 2.2kb 1.3 406.29 (MB) " ! 2 (MB) 2.63 / 35.13 A "/ 2.08 / 2.34
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Backup: Policy-driven Data Provenance

Protocol details: Origo

TLS Server Oracle verifier TLS Client
e Proxy mode, no 2PC. ol «__TCPSession
-~ CH with SNI
g Get SN from CH @ <«
e Commitment attack (finds two messages g <« CPSession o
m, # m, and two keys k, # k, such that £ TLS handshake tunneled through verifier
encrypting m1 under k, and encryptin
ypting _ 1 _ ypting e Verify SCV,SF @ | < SHITS
m, under k, yield the same ciphertext ct s T
o) TLS record exchange tunneled through verifier
and tag t) 8 nal
n:__ Verify record tags @ < Public witness
e ZKP key derivation * Compute ZKP @
= Sh f
_.g ( are proo
D.__ @ Verify proof & attest data
| I
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Backup: Policy-driven Data Provenance

Protocol details: Origo

64 bytes

I wvora|| mo | o | ma || o

TUTI

hash h

32 bytes
E
S N
=
]
=

Origo ZKP Circuit (dHS™, pt' ; Hy, Hy, Hs, SHTS™, hilSoPad Mgin gATS™,
SATK™, CBj), CB!, sIV, ct/, ¢) :

1. thsapp, SHTS™ < KDC(dHS™, Ho, Ha, H3, h™5°P*4, MSi", SATS™, SATK™)

2. ct'  AES128_GCM(sIV', pt/, tksapp)

3. CB{), CB} + AES128(sIV’, tksapp)

4. Assert if cti < ct and if CB) = CBj and if CB} = CB} and if SHTS™ = SHTS™
5. Assertif 1 = fo(pt)

Initialize:

Ip = “tIs13 derived”; I, = “tls13 s hs traffic”; I3 = “tls13 s ap traffic”

Iy = “t1s13 finished”; [y = “tIs13 key”; ;; = “tIs13 iv”;

m*2 =32 || len(ly) || 2 || len(Ha) || Ha || 1; m™s = 32 || len(ls) || I3 || len(H3) || Hs || 1;
mbo =32 || len(lo) || o || len(Ho) || Ho || 1 miy = 12 || len(li) || T 1] 0 || 1

myp =32 || len(lg) || I || O || 1; me =16 || len(l) || ke [| O || 1;

Key Derivation Trace:

1. p: KIS 1 = £ (IV, 0, HS @ ipad); SHTS™,_ = f (hHSired [, mH2)

2. p: 5P 1 - £(1v, 0, HS @ opad)

3.v: SHTS, _ = f (W57, [, SHTS™); fks™,_ = f (f (IV, 0, SHTS @ ipad), my)

4.v: fks,_=f (f (IV, 0, SHTS @ opad), fks™); SF'™", _= f (f (IV, 0, fks @ ipad), Hy || 1)
5.v:SF',_=f (f (IV, 0, fks & opad), SF'""); SF' = SF

ZKP Circuit: Key Derivation(HS; H,, H3, SHTS)

. SHTS+« hkdf.exp(HS,”s hs traffic” || Hy)

. dHS « hkdf.exp(HS,“derived”, H(* "))

. MS « hkdf.ext(dHS, 0)

. Client Application Traffic Secret (CATS) < hkdf.exp(MS, “c ap traffic” || Hz)
. SATS « hkdf.exp(MS, “s ap traffic” || Hz)

. tkeapp — DeriveTK(CATS)

. tkoapp < DeriveTK(SATS)

NGk W=

SHTS Verification(SHTS, Hy, SF)

1. fks < hkdf.exp(SHTS, “finished” || “”)
2. SF’ <+ HMAC(fks, Hy)

3. SF' = SF

4. 0k verifyCertificate()

10.
11.
12.
13.
14.
15.
16.
17.

p: dHS™,1 = f (WHSiped [ o)

zk: dHS ,_ = f (W'5r*d | dHS™)

p: hdHSiped 1 — £(1v, 0, dHS @ ipad)

v: MS™, _ = f (h¥55P% | (Obytes)

zk: MS,_ = f (f (IV, 0, dHS @ opad), MS™)

p: WMS#9 1 — £(1V, 0, MS @ ipad)

v: SATS™, = f (WS ] pHs)

zk: SATS,_ = f (f (IV, 0, MS @ opad), SATS™)

18.
19.
20.
21.
22,
23.

p: WSATS#Ped 1 — £ (1V, 0, SATS @ ipad)

v: SATK™, _ = f (hS4T5#P%d [ 1)

zk: pSATSopad ] — f IV, 0, SATS & opad)
zK: thoapp ,_ = f (K5ATSPH ] SATK™)[:16]
v:sIVi", = f (hSATS P 1 )
p:slvV,_=f (hSATS"’p”’i, 1, sIVi")[:12]
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Backup: Policy-driven Data Provenance

Protocol details: Origo

120°w 60°W 0° 60°E 120°E 180°

Offline: 8.73s
. Online: 1.44s |

30°N

== oL 3’ -
son’ Request: 1.07s = g
| Offline: 8.86s — : k £
" Online: 1.58s =%, Request: 1.06s ERS
- (7]
b
[
8
a

~
% - /
o Request: 1.33s S
Offline: 8.81s 4 Request: 1.63s
Onyllne: 1.80s Offline: 9.25s
¥ Online: 2.05s
i ° Oregon
L o d}? Virginia
" - Sao Paulo
60°S = Mumbai
| Tokyo
< /@_,_{/— Sydney

120°w 60°W 0° 60°E 120°E 180°

grothl6  [ZZ1 plonk

4
GCM chunks byte sizes

Il Plain Request Request via Proxy

Z)

2

2

2

0 200 400 600 800 1000 1200 1400 1600
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Backup: Policy-driven Data Provenance
Protocol details: zkGen

O rigo | ]
Supported Projects

P cuittory

PayPal Sandbox API Twitter Account APT Plaid Fintech API

+ Connect

Manage Passport

Passport Data: . s 5

Welcome back!

The decentralized web awaits

Password

Unlock

¥ Connect Wallet

Close x

Value: 10.000

Constraint: Greater Than i

More Information

Verify
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Backup: Policy-driven Data Provenance

Protocol details: zkGen

“paypal bank balance > 100%”

A simple statement

commit(r, secret) == ¢

k = HKDF(secret)

plaintext = decrypt(k, ciphertext)
substring = find(plaintext, pattern)
bank_balance = convert(substring)
bank_balance > 100

A complex circuit (#constraints=1.6million)
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Backup: Policy-driven Data Provenance

Protocol details: zkGen

e zkPolicy Language Concise description of
compliant and private computations
with a fraction of code lines.

e zkGen Transpiler

zkPolicy LOC policy LOC circuit Transpile time

TLS commit 22 975 2.38 ms

Age commit 20 85 1.70 ms
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Backup: Policy-driven Data Provenance

Protocol details: zkGen

Policy Parser —» [ Template
Engine
] Constraint Constraint-based
zkPolicy Intepreter —>» zkGen zkCircuit

Grout | | L» . .

Gadget 5 Model >_ >.

Parser

Gadget Library ZKP Framework Solidity
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Backup: Policy-driven Data Provenance

Protocol details: zkGen

O 0 NI O U b W N P

e o e
N O G B W N~ O

{"name": "zkPolicy_tlsl3openSessionCommit",
"relations": [{

"value": {
"type": "s-string",
Ysize: 5,

"protection": {
"algorithm": "secure_channels:openRecord_TLS13AES128GCMSHA256",
"parameter": "value"
}
}
"number": {"type": "p-integer"}
},
"constraints": [
"0:value->-0:number",
"0:value:protection:algorithm: key-=-commitments:mimc:message"
]
¥

{"commitments": {
"mimc": {

3}

"commit_string":
{"type": "p-string", "size":
"witness":

{"type": "s-string", "size":
"message":
{"type": "s-string", "size":

32},

_1}1

1L,
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Backup: Sovereign Identity & Data Privacy

Protocol details: Portal

Login via IdP > 45:‘.‘ Redirect to IdP)
~{X

Web Service Login prompt &.“;“
"""""""""""""""" E!.-!

Login Credentials > Identity Provider (IDP)
Share token (OAuth), ID token (OpenlID)

Z 1
> el -----
“Q Access token E‘\
. . ﬁ &4‘.\
< Data + session cookie__ < _Userdata =

Identity Prowder

Portal
B S resolve
D s B

RegistryAContract Identity Contract
A N A On-chain -
AWIAWIA : : E
(ELEE{E]| FEEETE] | FEEL ] .o,
' N ' Off-cham  d !
+deploy  register \geploy: vy
| :E;::", <> agthentiogte | &,

\/

Portal ID Service A

fo.

Web Service

B R
|_____________)
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Backup: Sovereign Identity & Data Privacy
Protocol details: Portal

Registry Contract Circuit Contract Identity Contract :
resolve
A A :
create C using ¢ ... .Csol 5 . :
v

ccsg=compile(C)

srse=ceremony pqg(ccse) i
pk, vk:zk.Setup(l’\, ccse, STSC) '\\ > &l“\ get cese, pk 71-:zk.Prove(ccsC7 w, pk) :EE‘
C. sol=crsc. vk. exportSolidity/() = ===; ; E\‘
o/
} ; authenticate
Portal Identity Service User Third-party Service

A

Y

verify s;[X] : ‘n', o

Storage Network
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Backup: Sovereign Identity & Data Privacy
Protocol details: Portal

https://api.etherscan. io/api . .
Frottesion Public cl
saction=getLogs b ubliC claims
&fromBlock=15073139
&toBLock=15074139 . . . . .
saddress=0x59728544b08aba83533076417£bbb2£d0b17ce3a (e} Users remain accountable |f any mISbehaVIOUI’ IS detected
&topice=0x27c4£0403323142b599832£26acd21c74a9e5b80952215726e244a4ac588cd7d
&topice_1_opr=and

&topic: 1 06ae21c074b2276d25e5c3e136a68b H H
e ° Private claims

&offset=1000
&apikey=YourApiKeyToken

o Open issue, which we solve

"status":"1",

"message":"0OK",
"result": [
i
"address": "0x59728544b08ab483533076417fbbb2fd0bl7ce3a", . witness w
M Eopicst:[ Private
"0x27¢410403323142b599832£26acd21c74a9e5b809£2215726e244a4ac588¢d7d" , input | z=d[”age” gl cirenit € ;
"Ox 0000000000 23581767a106ae21c074b2276d25e5c3e136a68b", :
“ox 236d", ? Proof ©
"Ox 8a5592031f93debea5d9e67a396944ee0lbb2ca” —
. cs.Open(w,z,c) = 1—>
| "data":"0x 02aaa39b223fe8d0abe5c4£27ead9083c756¢cc200 I Public commit ¢ ?
0 —> —
T OXe60262 ", inout f¢($) =1
"timeStamp":"0Ox62c26caf", p stmt
"gasPrice":"0x5e2d742c9",
"gasUsed":"0xfb7£8",
"logIndex":"Ox4b",

"transactionHash":"0x26fela®ad403fd44efllee72f3bdceff590b6ea533684ch279ch4242
"transactionIndex":"0x39"

i
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Backup: Sovereign Identity & Data Privacy
Protocol details: Portal

New transaction sequence
e Tx, samples randomness at contract and maps it to Tx, sender address
e  Proof computation bound by Tx, transaction time

e Tx,sends proof m with additional circuit logic (asserts nonce & address)

(" witness w

Private | *=d[ age”

input nonce

zk circuit C :

?
nonce = nonce

- store map[Tx,_addr|r
< L address

? Proof
address = address

get r from map|Tx,_addr]

m,=zk.Prove(ccsc, w, pk) [ commit ¢

?
cs.Open(w,z,c) =1

Tx, R Circuit Contract ;i Verify(w,,.add(r), vk, 7,) Public } _stmt ¢
input nonce !

fo(z) =1

\_ address

>




Backup: Sovereign Identity & Data Privacy
Protocol details: Portal

( .................................................................................
Registry Contract Circuit Contract Identity Contract :
resolve
A A :
create C using ¢ © _Csol send 7
: ’ M

ccseg=compile(C)

srsc=ceremony pog(ccse) o
pk, vk=zk.Setup(1*, ccs¢, srse) . &’“\ get ccse, pk m,=zk.Prove(ccse, w, pk) :EE‘
C. sol=crs¢. vk. exportSolidity() ™ :=== > ) "Q

v/
) ) authenticate
Portal Identity Service User > Third-party Service
' A
' 1.6 store ppy Cpes verify s;[X] : 7,
T A > —a

Storage Network
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Backup: Sovereign Identity & Data Privacy
Protocol details: Portal

Tx / Call | Type | Cost (eth/$) | Time (ms) | Size (kB) |
creg deploy 4.1e-3/8.6 18 bc:6.5,tx:6.6
Cc deploy 6.5e-3/13.5 10 bc:10,tx:10
Cc deploy 4.9e-3/10.2 385 bc:7.4,tx:12
set_Cy cresg 8.4e-5/0.18 11 tx: 0.46
register cresg 7.4e-5/0.16 51 tx: 0.3
claimP“® Ccd 6.4e-05/0.13 3 tx: 0.48
sample o4 6.6e-05/0.14 6 tx: 0.1
verify_m CcA 8.4e-4/1.76 252 tx: 1.20
claimP™*" B 3.9¢-4/0.82 21 tx: 0.68
setupj;L | off-chain - 1029 pr1: 7430
proveglonk off-chain = 195 : 0.552
set/getIPFS off-chain - 631/ 66 7430
getWm/C1 | off-chain - 10/6.2/4.8 | 42/78/130

TUTI

-§rsc=ceremony pcs(ccsc)

C. sol=crsc. vk. exportSolidity() , ccse=compile(C)
/ create C using ¢

1.1 deploy ., 1 4 init circuit
@ DA I aﬁt

\‘ /
Registry Contract  Portal Identity Service
A €.

1.3 register ™ ~~-, 1 !

pk, vk=zk.Setup(1*, ccsc, srs(;)

1 5 deploy C.sol i '! 1.6 store py

_____________________________

Storage Network
2.1. get ccse, pk

Circuit Contract ;
A 2.4 send 7, :

2.2 sample T

2.3 compute proof

_1_ _2_d_g[.3l9y_ i m.=zk.Prove(ccsc, w, pk)
2 5 add claim X i)

Identity Contract
A

User

3lrandq Ly,

2.6 authenticate X 3 2m,

V 3.3 get vk, wpy

—) sy

2.7 resolve N
2.8 on-chain check a
verify s;(X] : 7,

434 off-chain verify
s, a2k.Verify(wpuw, vk, mg)

Third-party Service
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Backup: Sovereign Identity & Data Privacy

Protocol details: A-PoA

Ledger read
privilege

- = > Fetch data

Ledger write » Signed data

Verifiable Registry (e.g. Distributed Ledger)
to maintain identifiers and schemas

Missing RA to CIA privilege ——> Trust Verification
Trust Relation
(Solved in our work) 7> Authorized
Issue
Root Authority Credential Issuing Gradantial Holder
(RA) Authority (CIA)
| B cia
Verifiable
v % Credential
Credential Credential Verify
Schema [« —| Definition
(CS) (CD) CS &CD
—————— Verifier
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Backup: Sovereign Identity & Data Privacy

Protocol details: A-PoA

* Initialize accumulator: at = (gacc)?> mod n
* Add element to the accumulator: a1 =a, modn
° | | 8 ) . - e Xt\{xi}
Calculate element witness pair (x;, w;): w; = &, mod n
¢ Verify accumulator membership of x;: wf" mod N == a4 1
x~1 mod ¢(n)
¢ Revoke accumulator element x;: a1 = a;’

* Requirement to update all witness values after addition or revocation.

mod n, with ¢(n) = (p—1)-(g—1)

61



Backup: Sovereign Identity & Data Privacy

Protocol details: A-PoA

Missing RA to CIA

Ledger read _ _
privilege > Fetch data

Ledger write » Signed data
privilege

——> Trust Verification

» Authorized

(| Trust Relation
(Solved in our work)

Issue
Credential

Root Authority Credential Issuing
(RA) Authority (CIA)
y y
Credential Credential
Schema Definition
(Cs) (CD)

Verify
CsS &CD

Verifiable Registry (e.g. Distributed Ledger)
to maintain identifiers and schemas

Holder
A
Verifiable
Credential
v
Verifier

RA to CIA
Trust Relation

5.Send x_i

1. Create CS

Root Authority
2. Create a_t and X
ma (RA)

6. Add x_i to a_t and X .
- . 9.Send w_i

8. Create w_i for x_i

3. Register a_tand CS | 7. Update a_t
Y

Credential Issuing
Authority (CIA)

Transaction Handlers (verify transactions)

) Credential Credential
a_t [€> Schema [€ Definition
(CS) (CD)

Verifiable Registry (e.g. Distributed Ledger)
to maintain identifiers and schemas

4. Create x_i

10. Generate CD ref CS

11. Register CD using w_i*(x_i)
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Backup: Sovereign Identity & Data Privacy

Protocol details: A-PoA

OGenProof
Hpn'me

B VerifyProof
Hprime

Protocol Function Time (ms) COM Big o
Prime Gen. 309.81 k o©(n)

Authorization Acc. Gen. 88.80 1 0(1)
Wit. Gen. 4383.60 k ©(n)
—
Revocation Acc. Revoke 2244.85 (0-k) O(n)
Y Authorization N/A 4782.21 2k+1  O(n)
Y Authentication N/A 63.48 1 0oQ)
Y Revocation N/A~ 2244.85 (0-(k-1)) &(n)

Time (ms)

—+RSA 2048
80| | .+ RSA 1024

10 20 30 40 50
Number of elements added to a witness

60

20

01 10 20 30 40 50 100 1k
Number of elements x; of the accumulator
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Backup: Sovereign Identity & Data Privacy

Protocol details: SoK

Layers Functionality Academia Solutions Industry Solutions
\X‘
b\\ < ° «* &
) ‘\3 5 o o >
& ‘4 3 N qg/\o X \% A x "“‘ "'* CP'Q o@\o #SQ so‘oc' O 'bic’e\
o 0
Crﬁ\b Coc/e ,l)\g C&ﬂq s@?)%Q(\) éz“q) &'A\\‘,‘(\(\s \‘G&‘(\P& s\éﬁo 32‘“\ Qqe}\\ 6\\00 %e‘éoY PS) OCQ} 035\5 eﬂ&c
—_ = = e e N = —= = @0 ¥ —m n & F © &5 @8 = @ o <
i — (=3 N} — — — o - — — w— — [S] o (o] (o] o
CAIE - S = R P = 8 B 2 B 2 e E s gEE s s EE S
Generate e o o o ® 6 6 6 6 o o o ¢ o o o o e o o
Decentralized Create e O e O e 6 6 6 o6 o o o o o o o o ® O O
Identity Management Resolve ® O e O e 6 6 6 6 o6 o o o o o o o e o O
(Definition 1) Update ®e O e O O e e e ¢ O e e e O O e O ® o O
Deactivate ® O O O O e e e e O e e O O O e O o e O
Request O o o o O 6 ¢ ¢ ¢ 0 o ¢ O O o0 o
Decentralized Issue O o o o O 6 ¢ ¢ ¢ ¢ o o o ¢ ¢ o
Anonymous Credentials Prove O o o o O 6 ¢ ¢ ¢ 0O o o o 0 O© o
(Definition 2) Verify O o o o ©C ¢ ¢ 6 ¢ 0 o o o 0 o o
Revoke © O O e O e e e e O e O e o0 O O
Setup Shares [ J ® O
" Set Policy [ o O e O
sesaleakzet Authenticate ° e o o O
Access Control
(Definition 3) Access [ ) e o o o
Ao, Reconstruct [ ] ® O
Update [ e o o O
Policy-Compliant St S —
- " Analyze QL0
Decentralized Computation C
(Definition 4) ompute LI
Claim e o
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Additional Figures

Handshake +

Origo AP ® Query/Respanse
(This Work) 1+ P ZK Proof

Server Verifier Client
DECO YaEwm Handshake Y 2PC Handshake,
(Proxy) P L Sryr——

Server Verifier > Client
DECO T et (O andshate o
XYWY23 @ Query/Response 2PC Query D
DiStefano  Server Client Verifier

@ gnark-symmetric-crypto

@ scratchenet

B E @

Server Verifier as Proxy Client
® L. Apoly Figure 7 : | zkPolicy LOC pol{cy LOC circuit | Transpile Time
2|k  KDC:Cours:Clainy TLS 1.3 commit | 22 75 238 ms
kv kx Age commit 20 85 1.70 ms
° |
§| [Deoypt] &freptredi Seal: Cpy, . Ct
>
n:“c) (Ctresp tresp) I g
e e
E g [ Apply Figure 6 with Czxkopen |
e _Pert 3

Q.45 O
&J &J O <0

Central Federated

Self-sovereign

y
—

Computation & Algebraic Circuit ° °
Prover claims to know a
w such that C(x,w) =y c o o
Prover claims to know a vector

such that p(x) = V(x)q(x)

10P (Interactive Oracle Proof)

‘ PCP (Probabilistically Checkable Proof)

R1CS & QAP w Interaction randomness oraclo access
) Verifier capabilities to message exchange verifier is probabilistic | verifier can query prover's message
Linear PCP challen IP (Interactive Proof) ‘
ge prover | ———>
Linear Interactive Oracle Proof <«7—
——
General-purpose ZKP (e.g. zZkSNARK)

65



